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1. Abstract

Organizations that run data across several clouds, regions and countries must answer three
questions for every data set: where it is stored and processed, whose law can reach it, and
who can operate the systems that hold it. These questions are usually grouped under data
sovereignty, a term that covers residency, jurisdiction and operational control. This paper sets
out the legal position as of October 2026 for organizations operating in the European Union,
the United Arab Emirates, Saudi Arabia and Egypt. It covers GDPR Chapter V and the Schrems
Il judgment, transfer impact assessments, the EU-US Data Privacy Framework and the pending
appeal against it, the EU Data Act's cloud switching rules and its safeguard against foreign
government access, the proposed Cloud and Al Development Act, and the transfer regimes
of the UAE, its financial free zones, Saudi Arabia and Egypt. It then describes the technical
conftrols available: location guardrails, sovereign cloud offerings, customer-held keys,
confidential computing, compute-to-data query patterns and evidence of where data and
copies live. It is explicit about what each control can and cannot achieve, compares them,
sefs out open challenges and closes with notes for platform decisions.

2. Introduction

2.1 Why sovereignty is a governance question

Multi-cloud architectures spread data by design. A single analytics workload may read from
object storage in one region, run in a managed service in another, write backups to a third
and be supported by engineers in a fourth country. Each of these is a decision about location,
about which laws apply and about who can access the data. Many of them are made by
default settings rather than by anyone responsible for governance.

The term sovereignty does not settle these questions; it names them. A review of the literature
finds that data sovereignty, digital sovereignty and cyber sovereignty are used in substantially
different and sometimes unclear ways, and proposes that sovereignty claims concern control
and ownership, asserted by actors ranging from individuals to companies to states [1]. A
foundational account distinguishes three strands: state autonomy and security, economic
autonomy from foreign technology firms, and user autonomy through encryption and data
protection [2]. An analysis of EU policy finds that data governance is the most developed part
of European digital sovereignty, while control over infrastructure and platforms is weaker and
the terminology inconsistent [3]. In 2026 the European Commission proposed legislation that
treats dependence on a few third-country cloud providers, subject to extraterritorial laws on
data access, as a sovereignty and continuity risk [4].

2.2 About the Data Governance series

This is the fourth of six papers. Paper 1 covered the data that Al systems use. Paper 2 covered
continuous, risk-adaptive governance and policy as code, which this paper uses to enforce
location rules. Paper 3 covered data products and contracts, whose descriptors can carry
location and jurisdiction. Paper 5 covers privacy-enhancing computation, which offers further
ways to use data without moving it in the clear, and Paper 6 covers data sharing ecosystems.
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2.3 Scope

This paper covers cross-border transfer law and sovereignty policy in the EU, the UAE (including
the Dubai International Financial Centre and Abu Dhabi Global Market), Saudi Arabia and
Egypt. and the technical controls that support compliance in multi-cloud architectures.
Statements about laws, regulations and guidance are general information as of October 2026.
They are not legal advice: obligations depend on the facts of each case, the data and sector
involved, and guidance and litigation that continue to change, and organizations should take
qualified legal advice in each jurisdiction. Where an official text could not be opened for this
paper, the statement relies on reputable secondary sources and the text says so; this applies in
particular to parts of the UAE, Saudi and Egyptian material. Statements about products reflect
documentation accessed in October 2026. The paper quotes no figures from its sources.

2.4 Terms used in this paper

Data residency is the location where data is stored and processed. Data localization is a legal
or confractual requirement that data stay in a given country. A transfer is the movement of
personal data, or remote access to it, from one jurisdiction to another in the sense defined by
the applicable law. Jurisdiction exposure is the possibility that a foreign authority can compel
access to data, for example through the provider's corporate group. Operational control is the
ability to run, support and change the systems that hold the data. Sovereignty, in this paper,
refers to all three layers together.

3. Three layers of sovereignty

Residency, jurisdiction and operational confrol are different problems with different conftrols.
Table 1 separates them. Most failures in practice come from treating one as if it solved
another, for example assuming that data stored in an EU region is beyond the reach of a
provider's home-counftry law, or that a contract about jurisdiction ensures that backups stay in
the region.

Residency Where is the data Localization rules; fransfer  Region selection, location
stored and processed, rules that treat remote policies, replica and backup
including copies, logs access as a fransfer inventory
and support access?

Jurisdiction Whose authorities can GDPR Art. 48; Data Act Provider and contract choice,
compel access, directly  Art. 32; fransfer impact key custody, encryption
or through the provider's assessments before upload
group?

Operational control  Who operates, supports  Sector rules such as Sovereign or partner-
and can change the DORA; proposed EU operated offerings, access
systems? cloud sovereignty levels approval, operator access

logs

4. EU transfer law

4.1 GDPR Chapter V
GDPR Chapter V, Articles 44 to 50, governs fransfers of personal data outside the European
Economic Area [5]. Every transfer, including onward transfers, must rely on one of three routes:
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an adequacy decision by the Commission (Arficle 45); appropriate safeguards such as
standard confractual clauses or binding corporate rules (Articles 46 and 47); or, in specific
situations, a derogation such as explicit consent or the establishment of legal claims (Article
49) [5]. Article 48 provides that a judgment or decision of a third-country court or authority
requiring disclosure of personal data can be recognized or enforced only on the basis of an
international agreement, such as a mutual legal assistance treaty [5]. The EDPB's guidelines on
Article 48 confirm that such requests cannot automatically be honored, and address requests
received by processors and requests from a third-country parent company to its EU subsidiary
[6].

4.2 Schrems Il and transfer impact assessments

In Schrem:s |l, the Court of Justice invalidated the EU-US Privacy Shield, upheld the standard
contractual clauses as a tool, and held that data fransferred under them must receive
protection essentially equivalent to that in the EU; exporters and importers must verify, before
fransferring, whether the destination's law and practice on public-authority access allow that,
and must suspend transfers where it does not [7]. The EDPB's recommendations on
supplementary measures turned this into a six-step method: know your fransfers, identify the
fransfer tool, assess whether it is effective in light of the destination's law and practice, adopt
supplementary measures, take procedural steps and re-evaluate at intervals [8]. The 2021
standard confractual clauses require the parties to warrant, after a documented assessment
of the specific transfer, that the destination's laws do not prevent compliance, and to nofify
each other of changes and of access requests [?].

Two points from the EDPB's recommendations matter most for cloud architecture. Remote
access from a third country, for example by support staff, and storage in a cloud outside the
EEA are transfers [8]. And while encryption applied before transfer, with keys held only by the
exporter or a frusted party in the EEA, can be an effective supplementary measure for storage
and backup, the EDPB could not envisage an effective technical measure where a provider
or group entity in a third country needs access to the data in the clear and that country's
access powers go beyond what is necessary and proportionate [8].

4.3 What counts as a transfer

Not every arrangement with a non-EU provider is a transfer. The EDPB's guidelines on the
interplay between Arficle 3 and Chapter V set three cumulative criteria for a transfer and give
the example of an EU processor that is a subsidiary of a third-country parent and processes
data only in the EU: this is not a fransfer, but the controller must sfill assess the risk that the
processor receives a third-country access request, since complying with it would be a transfer
[10]. The controller remains accountable for that risk under the GDPR's security and processor
obligations even where Chapter V does not apply [10]. This is the situation of many EU regions
of global cloud providers.

4.4 The EU-US Data Privacy Framework

The Commission's adequacy decision on the EU-US Data Privacy Framework, adopted on 10
July 2023, allows fransfers to US organizations certified under the framework without further
authorization; fransfers to non-certified US recipients still need standard contractual clauses or
another tool, with an assessment [11]. The General Court dismissed an action for annulment on
3 September 2025, finding that the US ensured an adequate level of protection at the date of
adoption and that the Commission must continue to monitor US law [12]. An appeal to the
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Court of Justice was lodged on 31 October 2025 and, on the sources found for this paper, was
still pending in October 2026; the case number is reported by secondary sources [12]. The
Commission's first periodic review, in October 2024, concluded that the necessary structures
were in place, with the next review planned about three years later [13]. The framework is
therefore valid but confested, and depends on US executive measures that could change.

4.5 Proposed changes

A Commission proposal of November 2025 to simplify the EU digital framework, the Digital
Omnibus, would amend the GDPR, the Data Act and other acts. According to the Council's
negotiating mandate, Chapter V of the GDPR was not amended by the Commission proposal,
the Council added only a limited clarification to Article 49, and the obligation to reduce and
remove cloud switching and egress charges under the Data Act is kept [14]. The proposal had
not been adopted as of October 2026, and the European Parliament had not adopted its
position [14]. It is not law, and organizations should plan on the current texts.

5. EU data and cloud rules beyond personal data

5.1 The Data Act

The EU Data Act has applied since 12 September 2025 [15]. Its Chapter VI requires providers of
data processing services, including cloud services, to remove obstacles to switching to
another provider or to on-premises infrastructure and to enable the use of several providers in
parallel [15]. Switching ferms must be in a written contfract with a maximum notice period of
two months and a maximum transition period of 30 calendar days [15]. Until 12 January 2027
providers may charge reduced switching charges, including data egress charges, not
exceeding their direct costs; from that date they may charge none for switching, while egress
charges for parallel use of several providers may continue at cost [15]. Arficle 32 requires
providers to take technical, organizational and legal measures to prevent third-country
governmental access to non-personal data held in the EU where it would conflict with EU or
national law, mirroring GDPR Article 48 for data that is not personal [15]. For governance, the
Data Act makes exit planning and multi-cloud a regulated right rather than only a negotiation,
and extends jurisdiction concerns to industrial and other non-personal data.

5.2 Cloud sovereignty certification and the proposed Cloud and Al Development
Act

The European cybersecurity certification scheme for cloud services, EUCS, has not been
adopted. The draft published for consultation in 2020 required providers to be tfransparent
about the location of data and applicable law but did not restrict location [16], and the
Commission stated in June 2026 that work on the scheme will resume alongside the revision of
the Cybersecurity Act [4]. In the same document, the Commission proposed a Cloud and Al
Development Act that would establish an EU cloud sovereignty framework with four assurance
levels, recognized by national authorities, sovereignty risk assessments for public bodies, and
minimum levels for public procurement, with higher levels required for activities relevant to
public order [4]. The proposal notes that the Data Privacy Framework does not remove
sovereignty concerns, because sovereignty also covers operational autonomy [4]. It was a
proposal in October 2026, and its levels may change in negotiation.
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5.3 Financial services
DORA adds a corporate-presence rule for critical cloud providers. The European Supervisory
Authorities designated critical ICT third-party providers on 18 November 2025, and according
to their joint guidance a financial entity may use a designated provider established in a third
country only if the provider has established an EU subsidiary within twelve months of
designation [17]. This is a rule about oversight and operational control, not data localization,
but it shapes which provider entities financial institutions can contfract with.

6. The UAE, Saudi Arabia and Egypt

The Gulf and Egypt have adopted comprehensive data protection laws with fransfer rules, at
different stages of implementation. Table 2 summarizes their status. Readers should note the
source column: several official texts could not be opened for this paper.

Regime Regulator Main transfer routes Status as of Source basis
October 2026

UAE federal PDPL
(Decree-Law 45 of
2021)

DIFC Data
Protection Law
2020

ADGM Data
Protection
Regulations 2021

Saudi PDPL and
Transfer Regulation

Egypt PDPL (Law
151 of 2020)

UAE Data Office

DIFC
Commissioner of
Data Protection

ADGM Office of
Data Protection

SDAIA

Personal Data
Protection Centre

6.1 United Arab Emirates
The federal Personal Data Protection Law has been in force since 2 January 2022 [18].
According fo secondary sources, it allows transfers to jurisdictions with adequate protection
and, without adequacy, fransfers under a contract binding the recipient to equivalent
standards, with the data subject's explicit consent where not contrary to public and security
interests, or where necessary for a contract in the data subject's interest, with details deferred
to executive regulations [18]. Those regulations had not been issued according to the latest
sources found, and the official portal still describes the federal Data Office prospectively [18].
The law does not apply in free zones that have their own data protection law. The Dubai
International Financial Centre allows transfers to jurisdictions on its published adequacy list and

Adequate
jurisdictions; contract;
consent; contract
necessity

Adequacy list;

standard clauses;
binding corporate
rules; derogations

Adequacy; standard
clauses; binding
corporate rules;
derogations

Adequacy and listed
purposes; SDAIA
clauses; binding
common rules;
accreditation

License or permit, with
consent and
adequate destination

In force since 2
January 2022;
executive
regulations not yet
issued

In force

In force

Fully enforceable
since September
2024; amended
Transfer Regulation
since September
2024

Executive
regulations since
November 2025;
grace period
ending about 1
November 2026

Official portal for
status; transfer
artficles from
secondary sources

Official

Official

Instruments
confirmed
officially; content
from secondary
sources

Secondary sources
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otherwise under safeguards such as its standard contractual clauses and binding corporate
rules [19]. Abu Dhabi Global Market treats transfers to onshore UAE as transfers to another
jurisdiction, counts remote access as a fransfer and provides adequacy, standard clauses,
binding corporate rules and derogations [20]. An organization present onshore and in both
free zones therefore operates under three fransfer regimes in one country.

6.2 Saudi Arabia

Saudi Arabia's Personal Data Protection Law, as amended in 2023, has been in force since 14
September 2023 and fully enforceable since September 2024, with the Saudi Data and
Arfificial Intelligence Authority as regulator [21]. SDAIA's official listing confirms the law, its
implementing regulation, the Regulation on Personal Data Transfer Outside the Kingdom,
standard confractual clauses and a guideline on assessing fransfer risks [21], [22]. According to
secondary sources, the amended Transfer Regulation of September 2024 permits fransfers to
jurisdictions SDAIA finds adequate and for listed purposes, and otherwise under one of three
safeguards: SDAIA's standard contractual clauses, which must be used without modification,
binding common rules for corporate groups, or certificates of accreditation [22]. A transfer risk
assessment is required when relying on a safeguard and for continuous or widespread transfers
of sensitive data, and SDAIA had not published an adequacy list on the sources found [22].

6.3 Egypt

Egypt's Personal Data Protection Law of 2020 became operational when its executive
regulations were issued in November 2025, according to secondary sources, which designate
the Personal Data Protection Centre as regulator [23]. Transferring, storing or giving access to
personal data outside Egypt requires a license or permit from the Centre, explicit consent and
a destination with an adequate level of protection [23]. The one-year period to regularize
ended at about the end of October 2026, so full enforcement begins as this paper is published
[23]. All Egyptian details in this paper come from secondary sources and should be checked
against the official texts.

6.4 What the regimes share

Despite their differences, the regimes share a structure that can be governed in one program:
an inventory of where personal data goes, a legal route for each flow, a documented risk
assessment for flows that rely on safeguards, and the ability to suspend a flow when the
assessment changes. The EU's transfer impact assessment [8], the DIFC's export assessment
tools [19] and SDAIA's tfransfer risk assessment [22] are variations on that pattern. The main
differences are in prior approval, which Egypt requires through licenses and permits [23], and
in the clauses themselves, which Saudi Arabia requires to be used verbatim [22].

7. Technical controls

7.1 Location guardrails

All major clouds offer preventive controls on where resources can be created, expressed as
policy. Google Cloud's resource location organization policy restricts the locations of new
resources using curated value groups, but it is not retroactive, does not cover global resources
and does not detect existing violations [24]. Assured Workloads binds a folder to a control
package that restricts regions, and documents that its residency commitment covers customer
data at rest for location-configurable services, not resource names, labels or service data such
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as billing metadata [25]. Azure's built-in "Allowed locations" policy denies creation or update of
resources outside an allowed list, and excludes resources that use the global region [26]. AWS
Control Tower offers Region deny conftrols implemented as service control policies, with
exemptions for certain global services and the home Region [27]. Every guardrail has
documented gaps, so preventive policy must be paired with detective inventory, and
personal data should not be placed in resource names or labels [25].

7.2 Sovereign cloud offerings

Providers now offer constructs aimed at residency and operational control. Microsoft's EU Data
Boundary commits to storing and processing customer data and personal data for its
enterprise online services in the EU and EFTA, completed in phases from 2023 to February 2025
[28]; its documentation describes limited continuing fransfers and per-service configuration,
and excludes some arrangements, so the boundary is a matter of configuration and contract
rather than a single switch [29]. Amazon Web Services announced general availability of its
European Sovereign Cloud in January 2026, with a first region in Germany described as
physically and logically separate from other regions and operated by EU residents [30].
Google Cloud's Dammam region in Saudi Arabia illustrates a partner-operated model:
customers billed in the Kingdom access it through a local partner, and control packages
include partner-operated sovereign controls with a partner-managed external key manager
[31]. These offerings address residency and operational control. Whether corporate and
operational separation fully addresses exposure to the provider's home-country legal process is
a legal question that the documentation does not setftle and that each organization must
assess with advice [8], [10].

7.3 Customer-held keys

Key custody is the main technical lever on jurisdiction exposure. NIST's key management
recommendation provides the vocabulary for who generates, stores, uses, rotates and
destroys keys [32]. The options form a spectrum from provider-managed keys, through
customer-managed keys and imported keys, to keys held outside the provider. Google Cloud
External Key Manager keeps key material in a partner key manager outside Google, with per-
request justifications [33]. AWS KMS External Key Store performs cryptographic operations in a
customer-owned key manager through a customer-operated proxy, and AWS states that for
most workloads the availability and latency risk will exceed the perceived benefit [34]. Azure
Managed HSM offers single-tenant hardware security modules with attestation-gated key
release, and documents external key management as a last-resort option whose end-to-end
availability is not covered by its service level [35]. In all three, revoking an external key makes
data unreadable, and losing it can make data unrecoverable [33], [34].

7.4 What encryption achieves legally

The EDPB's recommendations define when encryption helps. It can be an effective
supplementary measure where data is encrypted before it leaves the exporter's control, the
encrypftion is strong and well implemented, and the keys are retained solely by the exporter or
a frusted party in an adequate jurisdiction [8]. That fits storage, backup and archive. It does
not fit cloud processing that needs the data in the clear: for that case the EDPB found no
effective technical measure given the state of the art [8]. Externally held keys used by a
provider's services to decrypt data inside the cloud therefore reduce some risks, but do not by
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themselves turn active processing by a provider exposed to disproportionate foreign access
into a compliant transfer.

7.5 Confidential computing

Confidential computing is the technology most often proposed to close that gap. The
Confidential Computing Consortium defines it as protecting data in use by computing in a
hardware-based, attested frusted execution environment, and its threat model excludes
sophisticated physical attacks, upstream supply-chain attacks and availability attacks, and
acknowledges side channels as a residual risk [36]. Remote atftestation, standardized in
vocabulary by the IETF, allows keys or data to be released only to an environment that proves
what it is running [37], and attestation-gated key release links key custody to confidential
computing [35]. Researchers have criticized industry definitions as ambiguous and incomplete
[38], a survey catalogs vulnerabilities and countermeasures for one enclave tfechnology [39].
an overview of confidential virtual machines documents published attacks and partial
mitigations and notes that the hardware manufacturer remains a root of trust [40], and a 2024
attack showed that a malicious hypervisor can break confidential virtual machines on two
major platforms [41]. Legal researchers have examined how enclaves relate to data
protection obligations [42]. Confidential computing narrows the data-in-use gap, but it is not
recognized in the EDPB's recommendations as a supplementary measure for clear-text
processing, and its assurances depend on hardware, frmware and patch levels [8], [41].

7.6 Compute to data

The alternative to moving data is to move the computation. Research on compliant geo-
distributed query processing shows that conventional distributed query optimizers can produce
plans that violate declared data-flow policies, and that a policy-aware optimizer can produce
compliant plans [43]; a demonstration shows users declaring constraints such as "only
aggregates may leave this site” and the system executing only compliant plans [44]. In
products, Starburst's Stargate connector lets a local cluster query a catalog on a remote
cluster, pushing joins, limits and common aggregations to where the data lives [45]. Its
documentation does not state that only aggregates leave the remote site; what crosses
depends on the query and pushdown, so residency must be enforced by access confrol on
the remote side, and the object storage used for parallel result tfransfer is itself a location
decision [45]. Starburst Galaxy's cross-region querying, a private preview within one cloud
provider, reads and writes across regions and is a data movement mechanism rather than a
residency conftrol [46].

7.7 Copies and evidence

Copies are where residency most often fails. Storage replication can copy objects to other
regions or accounts, and the same feature can satisfy or breach residency depending on the
destination [47]. Disaster recovery, backups and failover therefore belong in the location
inventory and in policy scope. Evidence of location comes from several sources: lineage
evenfts identify data sefs by a namespace that encodes their storage endpoint, though
mapping endpoints to jurisdictions requires an inventory [48]; customer audit logs record the
organization's own access; and provider access logs, such as Google Cloud's Access
Transparency, record access by provider personnel, including their location [49]. Together they
let an organization show, rather than assert, where data and its copies live and who accessed
them.
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8. The cost of localization

Location rules have costs as well as benefits. Peer-reviewed economic research associates
more restrictive data policies, especially restrictions on cross-border data flows, with lower
imports of data-intensive services [50]. The Data Act addresses one cost directly by limiting
switching and egress charges and protecting parallel multi-cloud use [15]. For an organization,
the practical conclusion is to localize where law or risk requires it and fo avoid localizing by
default, because each additional region, provider and copy adds governance work, cost and
failure modes.

9. The operating model

The legal and technical material above can be governed as one program:

e Classify by jurisdiction. Tag data sefs and products with the regimes that apply to them,
their permitted locations and the transfer routes they rely on, and carry these tags in
product descriptors and contracts (Paper 3).

o Keep a transfer register. Record each flow, including remote access, support, backups and
replicas, with its legal route and the date of its last assessment [8], [?].

e Enforce location as policy. Use cloud location guardrails at creation time and query-
engine and catalog policies at read time, with detective checks for what guardrails miss
[24], [26], [27]. Paper 2 describes the policy-as-code approach.

¢ Match key custody to the use. Hold keys outside the provider for storage, archive and
backup where the assessment requires it; for active processing, rely on provider and
confract choice and on minimizing the data processed [8], [34].

o Prefer compute to data. Run queries where data lives, and constrain what may leave [43],
[45].

e Collect evidence. Combine lineage, inventory, audit logs and provider access logs [48],
[49].

e Reassess on change. Re-run assessments when laws, court rulings, providers, regions or
data change, and watch the pending items in this paper: the appeal against the Data
Privacy Framework, the Digital Omnibus, the Cloud and Al Development Act, the UAE
executive regulations and enforcement in Egypt [14], [12], [4]. [18], [23].

10. Comparative analysis

Table 3 compares the controls by the layer they address, their main limits and a qualitative
judgment of maturity drawn from the sources cited.

Location guardrails Residency Global services, metadata  Mature, with known
and existing resources gaps
outside scope

Customer-managed and Jurisdiction (partly) Provider still operates the Mature

imported keys key service

Externally held keys Jurisdiction Availability, latency and Maturing

data-loss risk; limited
service coverage; no help
for clear-text processing
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Sovereign cloud offerings Residency and Scope set by Maturing
operational control documentation and
contract; legal exposure
assessed separately

Confidential computing Datain use Active attack research; Maturing technically;
not recognized as a open as a safeguard
fransfer measure

Compliance-aware Residency Research prototypes; Open problem

federated query products push down but
do not enforce policy

Evidence of location All layers Jurisdiction mapping is Maturing

manual; logs cover
supported services only

No single control addresses all three layers. A defensible design combines guardrails for
residency, provider choice, contracts and key custody for jurisdiction, and offerings and
access controls for operational conftrol, with evidence across all of them.

11. Open challenges and future opportunities

11.1 Processing in the clear

Chadllenge. No technical measure is recognized for clear-text processing by a provider
exposed to disproportionate foreign access [8]. Research direction. Confidential computing
with robust attestation and resistance to the attacks shown in recent research [40], [41].
Opportunity. A recognized measure for data in use would allow processing in global clouds
with assurance comparable to encrypted storage.

11.2 Legal stability

Chdllenge. Key instfruments are contested or pending, including the Data Privacy Framework
appeal and the Digital Omnibus [12], [14]. Research direction. Architectures that can switch
fransfer routes or providers quickly, supported by the Data Act's switching rights [15].
Opportunity. Designs that tolerate legal change would turn rulings from crises into planned
migrations.

11.3 Defining sovereignty levels

Challenge. The meaning of cloud sovereignty is contested and EU certification is unsettled [1],
[16]. Research direction. Assurance levels with testable criteria, as proposed in the Cloud and
Al Development Act [4]. Opportunity. Shared levels would let buyers compare offerings on
evidence rather than labels.

11.4 Guardrail coverage

Challenge. Location guardrails miss global services, metadata and existing resources [25], [24].
[26], [27]. Research direction. Detective tooling and inventories that cover every resource type
and copy. Opportunity. Complete coverage would make residency verifiable rather than
assumed.
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11.5 Policy-aware federation

Chdllenge. Query engines push work to remote sites but do not enforce cross-border data-flow
policies [43], [45]. Research direction. Policy-aware optimizers in production engines [44].
Opportunity. Engines that refuse non-compliant plans would make compute-to-data a control
rather than a convention.

11.6 Jurisdiction-aware lineage

Chadllenge. Lineage records storage endpoints, not jurisdictions [48]. Research direction.
Lineage and catalog models that carry legal location and transfer route. Opportunity. Transfer
registers generated from lineage would stay current without manual effort.

11.7 Gulf and Egyptian implementation

Chdllenge. Implementing rules are missing or new, adequacy lists are unpublished, and official
texts are hard to access [18], [22]. [23]. Research direction. Comparative studies of transfer
regimes in the region as they mature. Opportunity. Clearer rules and mutual recognition would
reduce the cost of regional data flows.

11.8 Key custody at scale

Chadllenge. Externally held keys shift availability and recovery risk to the customer and cover
limited services [33], [34], [35]. Research direction. Resilient external key management with
atftestation-gated release [35], [37]. Opportunity. Practical key custody would let more
workloads keep cryptographic control outside the provider.

12. What this means for platform decisions

Start with an inventory of data sets, flows, copies and support access, and classify each by the
regimes that apply. Decide per data class which sovereignty layer matters most, residency,
jurisdiction or operational control, and choose controls for that layer rather than relying on one
label. Use location guardrails everywhere, add detective checks, and keep personal data out
of resource names and labels. Hold keys outside the provider for storage and backup where
your assessment requires it, and do not assume that external keys make clear-text processing
compliant. Treat replication, backup and failover as transfers to be assessed. Prefer running
queries where data lives, and enforce what may leave with access control on the remote side.
Collect evidence of location and access, and reassess when the pending legal changes in this
paper are decided. Take legal advice in each jurisdiction, especially where this paper relies on
secondary sources.

For federated query across regions and clouds, Bassirah works with Starburst as a Strategic
Technology Partner; Starburst documents connectors that run queries where data lives with
pushdown, and residency outcomes still depend on remote-side access control and on where
infermediate results are stored. For catalog, lineage and location metadata, Bassirah provides
independent support for DataHub Core, the open-source edition of DataHub; this support is
Bassirah's own and is not vendor support from DataHub's maintainers. Other products, projects
and standards named in this paper are ecosystem references. In each case, validate the
design against your own data, legal advice, providers and versions before relying on it.
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Paper 5 turns to privacy-enhancing computation, which offers further ways to analyze data
without exposing it in the clear, including some that bear directly on the open challenge of

processing data across borders.
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